
New York State Education Department 
Education Law § 2-d 

Order on Consent 

and 

Administrative Settlement 

In the Matter of an Enforcement Action 

against 

RAPTOR TECHNOLOGIES, LLC 

(hereinafter referred to as "Respondent" or "Raptor") 

1. The New York State 



encryption of data at rest and in transit, multi-factor authentication, 
and secure web development."' 

7. Educational Agency is defined in Education Law § 2-d as a school district, board of 
cooperative education services ("BOCES"), school, or the New York State Education Department. 
School is further defined as any: 

• Public elementary school or secondary school; 
• Universal pre-kindergarten program authorized pursuant to Education Law § 

3602-e; 
• An approved provider of preschool special education; 
• Any other publicly funded pre-kindergarten program; 
• A school servicing children in a special act school district as defined in 

Education Law § 4001; 
• An approved private school for the education of students with disabilities; 
• A state-supported school subject to the provisions of Article 85 of the Education 

Law; or 
• A State-operated school subject to the provisions of Articles 87 or 88 of the 

Education Law. 

8. Student data protected under Education Law § 2-d(l)(i) is defined in 8 NYCRR 
121.1 ( q) as "personally identifiable information2 from the student records of an educational 
agency." 

(a) 8 NYCRR § 121.l(a) defines a breach as "the unauthorized acquisition, 
access, use, or disclosure of student data and/or teacher or principal data by or to a person 
not authorized to acquire, access, use, or receive the student data and/or teacher or 
principal data. 

(b) 8 NYCRR § 121. l (t) defines unauthorized disclosure or unauthorized 
release as "any disclosure or release not permitted by federal or State statute or regulation, 
any lawful contract or written agreement, or that does not respond to a lawful order of a 
court or tribunal or other lawful order." 

(c) 8 NYCRR § 121.1 ( e) defines disclosure as "permit[ting] access to or the 
release, transfer, or other communication of personally identifiable information by any 
means, including oral, written, or electronic, whether intended or unintended." 

9. On or about December 20, 2023, Respondent was contacted by a security researcher 
who disclosed a vulnerability involving certain of Respondent's cloud-hosted storage containers 
serving specific features of Respondent's Visitor Management and Emergency Management 
software. This vulnerability could have allowed the enumeration of files in ce1iain Azure storage 
containers and potentially rendered such files unsecured and publicly accessible. 

10. There were two storage containers in the production environment that could have 
been affected by the vulnerability. Tm
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https://raptortech.com


Examples of the types of documents uploaded by of 



https://eservices.nysed.gov/sedreports/list?id


89 Washington Avenue, Room 152 
Albany, New York 12234 

24. Respondent shall submit this Order along with payment by mailing to: 

Chief Privacy Officer 
New York State Education Department 
89 Washington Avenue, Room 152 
Albany, New York 12234 

25. Upon completion of all obligations created in this Order, this Order settles all claims 
for administrative penalties concerning and related to the vulnerability described above against 
Respondent and its successors and assigns. 

26. The failure of Respondent to comply with any provisions in this Order shall constitute 
a default, shall be deemed to be a violation of both this Order and the Education Law and may 
subject Respondent to further penalties including preclusion from accessing student data from New 
York state educational agencies. 

27. Exclusive jurisdiction and venue for any dispute concerning this Order shall lie with 
the state courts located in and serving New York. Respondent hereby waives any objection based 
on venue or forum. 

28. No change to this Order shall be made or become effective except as set forth by a 
written Order of the Commissioner or the Chief Privacy Officer with the consent of, and agreement 
from, Respondent. 

29. The effective date of this Order is the date that the Commissioner or the Chief Privacy 
Officer signs it. 

[End of Page. Signature Page to Follow.] 



__ 

New York State Education Department 

,,,/ I} 11-- __ 
By: __ ______'--"_~-~--/)_ ~ ,,,_-____ 

Louise Decandia 
Chief Privacy Officer 

For Respondent: 

Chief Operating Officer 
Title 

08/08/2024 

Date 

On the t)'f'IA day nf tt\i~J ST in the year J.,D1..-'f' , before me, the undersigned 
notary public, personally appea;d ~/QJ$o,o l&vi'>s=· . personally knmvn to me or 
proved to me on the basis of satisfactory evidence to be the individual(s) whose name(s) is 
(are) subscribed to the within instrument and acknowledged to me that he/she/they executed 
the same in his/her/their capacity(ies), and that his/her/their signature(s) on the instrument, the 
individual(s). or the person upon behalf of which the individual(s) acted, executed the 
instrument. 

State: _·i_~-+~---
County: ~~_f_Fh{V:,,_-~----

KAAL YN ALEXANDR/A SUMMERS 
Notary ID #133404902 

MyOComm/ssion Expires~ ctober 20, 2025. 2024 




